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Warning! i\ i
]

A Verifying the security of someone else's data
transmission or injecting stuff without permission

could send you (or the other guy) to jall In most
countries)
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What is this talk all about? ™

_
i Brief History

A Nordic Semiconductor Radio

iPracti cal Expl oir tati on
ieé ot her Mobi |l e Devices
i Demo & Releasg@ Remote Code Execution
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History
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Evolution

A

A

Infrared (Not part of this talk)
27 MHz Radio

Bluetooth 2.4 GHz Radio
Proprietary 2.4 GHz Radio
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What is it? i i
_

i 27 MHz frequency band (Citizen Band)

i Miller encoded radio signal

i Proprietary protocols

A Approx. 90 cm guaranteed max. working distance

A Low cost

i Battery demanding
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What is wrong? i\ ia

_
A Pure one way communication

AFOENncryptiond absent or
i No protection against replay attacks
i No (Message) Authentication
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Logitech Packets (27/MHz) "¥w

l(elontly] 000000100 10001001001 1 00000
Keyb 1
a(down) 000000100 100111001111 1 0001000
Keyb 2

a(up) 000000100 10001001001 0 00000
Keyb 1

a(up) 000000100 100111001111 0 0001000
Keyb 2
b(down) 000000100 10001001001 1 0101
Keyb 1
b(down) 000000100 100111001111 1 0100000
Keyb 2

b(up) 000000100 10001001001 0 0101
Keyb 1

b(up) 000000100 100111001111 0 0100000
Keyb 2 \\

? Keyboard ID Keystroke State ?
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Tools Anyone? Q
I

A Radio transceiver ¥aperecorderE= replay
A Two identical receiver + Sync == FAIL
A Sniffing =>KeykerikiV1
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Keykeriki V1 i\ ia
_
i Releasedn May 2009at PHNeutral

i Capableof sniffingMicrosoft, Siemetkaljitsu,
Logi tech, é&

i SDCardfor perS|stent Storagef data
i OntheFly CryptoAnalysis Cracking
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Attack Limitation E

A Full wavelength of 27 MHz Is about 11 metgrs
huge antennas

A Error correction not part of the design & not
Implemented. Therefore limited range

A Injection iIs limited to replay because some minor k
are still unknown within the packet format
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Bluetooth Keyboards
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What IS 1t? "‘Q
]

A Popular transmission technigue in mobile area

i Security features are implemented within firmware
and not directly accessible from operating system

i Palring process
i Encryption / Key exchange
i Fast frequency hopping makes sniffing more difficl
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What is wrong? i\ ia

i Bluetooth transmission modules are expensive
Expensive keyboards

A During pairing process all prequirements for a
successful Piddacking can be sniffedo S1 mp | €
Pairingd should fi x thi

i Buggy implementations (Complexity)
i Overdesigned
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Tools Anyone?

GnuRadio
Frontline FTE4BSE

Flashing old Frontline FW on (Birecores
dongles

= = Shell - Frantline

HL ©xB8E Ch 75 S Clk Gx39DCFA2 Status Gx© Hdre ©x99 [type: 3 addr: 1] LLID
en 17 LMP Tid © Opl 9: F2 ©E E9 GF CE 64 F1 F5 D9 2B 6F 19 58 DO 66 A7

HL ©xBE Ch 77 M Clk @x39DCFF8 Status Gx@ Hdr@ ©x99 [type: 3 addr: 1] LLID 3
en 17 LMP Tid 6 Opl 11: E2 F7 8D €C 92 53 (9 CC 3B F7 5F 3E C2 FA 7C 18

HL 6xGE Ch 28 S Clk ©x39DDE52 Status ©Ox@ Hdr@ ©x99 [type: 3 addr: 1] LLID 3 L
en 5 LMP Tid @ Opl 12: B9 6D C2 99

HL 6xGE Ch 38 S Clk ©x39DDE5E Status €x@ Hdr@ ©x99
en 17 LMP Tid © Opl 11: DD 3/ 5 58 36 10
HL CxCEb JDDEAC Status €x6 Hdre ©x9Y
en 5 LMP Tid © Dpl 12: GA 14 8E @D

btpincrack Go <master> <slave> el78c82a78974abcabbebdfa7564e327 1807d39el6T2:
844b4d6dc5f79b7686f f20ee96fceb4f1f5d92b6T1958dE66a7 e2f?8dﬂc9253c9cc3bf?5f3e
c2fa7cl8 dd2f519413c8583616006c184c94cel® GaldB8efd b96dc299

—

3 addr: 1] LLID 3 L
18 4C 94 CE 16
LLID 3 L

[type:
Be 6C
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Attack Limitation E

_
ASni ffing I's possi bl e b

i All pre-requirements for a successful-B&tking
can only be sniffed during pairing

i Complex documentation
iGnuRadi o or FTE4BSE ar ¢
i Rarely used
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Proprietary 2.4 GHz
based Keyboards
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What is it? Q
_
A Not Bluetooth, not Zigbee, not 802.11xyz

A Most devices operating withl Mbit/sec some at
rates up to 2 Mbit/sec

A Nordic Semiconductor NRF24 XXX family widely

used
A Compact form factor (e.g. 2.4 GHz antenna, small
| C devices, ¢&)

i Faster, less TX timMe less power consumption
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Vendor Specific Responsibilitiad™

_
A Any radio based keyboard vendor Is responsible

for:
A Computer System Protection
A Authentication
A Data Protection & Integrity
i USB recelver is single line of defense (in case of
keyboards for example)
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Proprietary 2.4 GHz
based Devices
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Nordic Semi NRF24xxXx

Frequency Channel N

ELACY

(Source: Nordic Semiconductor)
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Enhanced Shocrmﬁlﬁ”

_
Packet CRC
Preamble Address Control Payload
Field 1.9
1 Byte 3-5 Byte 0-32 Byte
9 it Byte

i How does it work?

A NordicMulticelvelconcept  [packecontrolField

A Multiple RX data pipes 6 bit | PayloadLength

i One channel at a time 2 bit | Sequence Packet ID
_ 1 bit | DisableAuto ACK

A Dynamic Payload Len
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RawShockburdProcessing "Q

_
A Difficulties
A Speed (2Mbit/s Is fast!)

A AutcAckand Retransmission Features Vit
solutions

A Direct Baseband Signal Access / Interface
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How NRF24xxx works E

i Detect valid Enhanced Shockburst Frame:
A 8 bit preamble (OxXAA or 0x55)
A 3-5 byte device address
A CRC (if enabled) must match

A Otherwise it Is considered being noise
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NRF24L01+ Interface E

i Config and Data Transmission via SPI (Serial
Peripheral Interface) using FIFO buffers

i There Is no way to access radio layer directly

iTarget systemoOs devi ce
read/write data from/to the remote device
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NordicSemiNRF24DirectMode ™

]
i Direct Mode allows Software Defined Radio
A Additional pin on tranceiver module which toggles

all the time, allowing an MCU doing the raw data
processing (SDR)

i Only availableasnom Enhancedo Sh
speeds <1mbit/s
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Radio Layer i\ i
_
i Raw(valid) Data
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